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The illusion

Imagine you are at Super Mart, a grocery store with a wide variety of groceries,
looking for ingredients to make dinner tonight.

However, before making any purchases at Super Mart, you must exchange money
for proprietary cards loaded with “SuperPoints” at a vending machine outside the
store. These cards come in different batches and can be recharged using credit
cards, debit cards, cash, or value vouchers.

You can buy 700,000 SuperPoints for €20 or get a better deal by buying 1,800,000
SuperPoints for €35. For the best value, you can purchase 2,500,000 SuperPoints
for €42.

All groceries are priced solely in SuperPoints, with no other price information
available, and there is no pricing per liter or kilogram. A disclaimer in small print
states that purchasing SuperPoints is the only transaction you can make and that
using SuperPoints merely exchanges them without standalone purchases. As a
result, you forfeit any consumer rights when exchanging SuperPoints for grocer-
ies.

If you decide to buy fresh fish at the in-store counter, you'll find that prices
require a different currency. SuperPoints must be exchanged for “Freshies”:
in-store points used exclusively for purchasing fresh products like fruit, fish and
meat. The exchange rate is exclusive to SuperPoints and includes a time-sensi-
tive quantity discount.

After selecting your groceries, the cashier will add up the amount, for example
totaling 125,000,000 SuperPoints and 12 Freshies. You'll then swipe your proprie-
tary card and walk home.

It is unlikely that anyone would accept this reality in a grocery store. The lack of
transparent pricing, the obscure value of the store's currencies, and the absence
of consumer rights would be significant dealbreakers.

Yet this fictional scenario is currently the reality in many video games, and the
issues above pervade the world's largest entertainment market. This report
describes the pervasiveness of premium virtual currencies in the video game
industry and explores how to address problematic practices.
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Summary

Virtual currencies are widely used in digital ser-
vices and are particularly prominentin the video
game industry. These currencies are usually
purchased inside a game or platform and can
only be spent in the context of that service.

This report focuses on in-game virtual curren-
cies purchased for real money, sometimes called
“premium” virtual currencies. By using numer-
ous real-life examples from popular games, we
demonstrate why these premium virtual curren-
cies are predatory and harmful to consumers.

With the introduction of premium virtual cur-
rencies, video game companies have essentially
been able to design in-game monetary systems
where they set all the terms, where they can
change the values at any time, and the consumer
has no property rights. This is deeply problem-
atic, because it deprives consumers of rights
that would be in place if they were spending
real-world money.

Using premium currencies as an intermediary
step between the consumer and the in-game
purchase is a practice that only benefits the
video game company, while introducing vari-
ous problems for the consumer. It can become
difficult to keep track of how much money one
is spending, it is often impossible to receive a
refund, and video games are often designed to
push consumers to spend as much as possible.

While it is not inherently problematic that con-
sumers spend money in video games, this report
aims to address the particularly problematic as-
pects of premium virtual currencies and argues
that this practice should cease to exist.

The crux of this report is that virtual in-game
currencies purchased with real money are
actively detrimental and harmful to consumers
while providing no benefits to them. This applies
to the video game industry and other digital

GETTING PLAYED - THE TRUE COST OF VIRTUAL CURRENCY

(] .
‘I FORBRUKERRADET

services, such as social media platforms and
streaming services. While this report focuses
on the video game industry, the practices and
recommendations described here also apply to
digital marketplaces in general.

This report is a contribution to ongoing discus-
sions about these problematic issues and how
to address them. The report aims to contrib-
ute to the Digital Fairness Fitness Check of EU
Consumer Law, as announced by the European
Commission, that is meant to update consum-
er law to the digital age. The reportis being
published in conjunction with the the action
GAME OVER: Consumers fight for fairer in-game
purchases by the European Consumer Organi-
sation (BEUC), of which the Norwegian Consumer
Council isamember. The BEUC paper provides
further background to complement this report's
legal and policy analysis.

While this report does not have all the answers

to the problem of premium virtual currencies, it
argues that the overall effects of the practices are
overwhelmingly detrimental to consumers and
only benefit video game companies’ bottom-line.
While the enforcement of existing legislation may
be used to address some of these issues, there is
an urgent need for complementary measures to
protect consumers in the digital sphere.

Banning the use of premium virtual currencies
purchased for real money could be one such
solution and can be proposed as a part of the
Digital Fairness Fitness Check from the Europe-
an Commission.

In the meantime, current EU consumer law re-
mains fully applicable to the in-game and in-app
environment. Therefore, to protect consumers
effectively—given the significant potential harm
to consumers and the recent exponential growth
of in-game and in-app purchases—enforcing
these practices should be a priority for consumer
protection authorities.
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A new business model

In the past, the video game industry primarily made money from selling games
on physical media or by distributing games through online platforms. Con-
sumers would purchase the game and subsequently be able to access all its
content through their device of choice. However, the proliferation of smart-
phones and mobile gaming contributed to a major shift in the industry, toward
always-connected games built on in-game purchases.

The rise of the internet laid the groundwork for an industry based around
in-game purchases. Bethesda was the first major publisher to use in-game
purchases: In 2008, they sold horse armor for $2.50 in The Elder Scrolls IV:
Oblivion. It was characterized as an experiment, and consumers did not re-
spond positively.

In 2008, the i0S store was launched on Apple iPhones, and games there used
in-game purchases as their main source of funding. In the first three years
after the launch, i0S apps made over $3.6 billion in revenue, with over 15 billion
downloads, and 80% of that revenue came from mobile games.” These games
included the use of premium virtual currencies.

Games such as Smurfs' Village caused outraged parents to report that their
children had racked up huge bills by buying the premium virtual currency Smurf-
berries without understanding that they were spending real-world money.

In-game purchases (i.e., sales of additional in-game digital content) have

since become a major source of revenue for the industry, generating more
than 15 billion dollars in 2020." Popular video games such as Fortnite earn

about a million dollars a day via in-game purchases.

GETTING PLAYED - THE TRUE COST OF VIRTUAL CURRENCY 1
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What are virtual currencies?

Virtual currency is a form of digital currency” used within a particular digital
service, such as a video game or app. Virtual currencies are issued and usually
controlled by the game's publisher. They are used by the members of a specif-
ic virtual community, platform, or marketplace—typically a video game, app, or
other digital service. In most cases, virtual currencies can only be spent within
the confines of the digital service for which they were issued. In some virtual
environments, virtual currency can be traded between consumers, while in
other cases, it can only be spent on content within the service.

This report uses the terms “in-game currency” and “virtual currency” synon-
ymously. The authors are aware that “virtual currency’ encompasses various
currencies, but this report does not aim to cover other types of digital cur-
rencies, such as cryptocurrencies and other digital representations of value.
Digital assets such as non-fungible tokens (NFTs) are also outside of the scope
of this report.

In 2014, the European Banking Authority defined virtual currency as “a digital
representation of value that is neither issued by a central bank or a public au-
thority nor necessarily attached to a fiat currency but is accepted by natural or
legal persons as a means of payment and can be transferred, stored or traded
electronically.”

The Electronic Money Directive’ regulates the operation and supervision of
electronic money institutions to contribute to the emergence of a genuine
single market for electronic money services in the EU.

Inspiration from the Electronic Money Directive could be used as a template if
the European Commission and Parliament decide to regulate in-game virtual
currency to a greater extent. The legal principles in the directive may also be
used when assessing precontractual information in transactions made with
in-game currency today.

In video games, the game’s publisher is the issuer of the virtual in-game
currency. The main characteristics of virtual currencies used in video games
are that the currency's value is limited to within the game itself, the bulk of
the currency needs to be bought with conventional money, and the currency's
value changes with the amount purchased.

Some video game publishers provide players with a small amount of premium
virtual currency for free, but any substantial amount usually needs to be pur-
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chased with conventional money. Simultaneously, many games have virtual
currencies that are not purchased for real money but earned through playing
the game. These non-premium currencies are usually different and separate
from the premium currency.

This strategy is often referred to as providing “taste samples,” because players
are given free gifts of currency (or in-game items), presumably so that they will
“develop a taste” for the currency (or product). This, in turn, encourages them
to spend real money on obtaining more of the game’s currencies or items.

Virtual currencies can take various aesthetic forms, such as coins, gems,
points, and fruit. In most cases — with a few notable exceptions” — they can-
not be exchanged for real money once purchased and cannot be refunded.

*t0®
£

The solution is to remove the intermediate step, premium virtual currencies,
from the transaction. If players want to buy in-game items, they should be able
to do so using regular money.

The video game industry asserts that the use of in-game currencies is a
long-standing practice that is well understood by consumers; they also state
that various safeguards have been implemented for in-game purchases of
digital content (e.q., in-game currencies).' However, such statements do not
account for the manipulative and predatory nature of the practices.

As early as 2014, debates centered on how the proliferation of in-game cur-
rencies confused players.” In the report “Predatory Monetization? A Cate-
gorization of Unfair, Misleading, and Aggressive Monetization Techniques in
Digital Games from a Player Perspective,”” scholars analyzed the viewpoints
of video game enthusiasts, pinpointing over 30 techniques deemed deceptive,
aggressive, or unfair by the players. Notably, the use of in-game currencies as
a substitute for money in the in-game transaction was highlighted as particu-
larly troublesome.

GETTING PLAYED - THE TRUE COST OF VIRTUAL CURRENCY 9
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Terminology

Game economies mirror traditional economic systems by employing classic
economic principles, such as supply and demand, (artificial) scarcity, virtual
currency systems, price fluctuations, and marketing personalization.

Virtual currencies in the form of in-game currencies are part of an in-game
economy. In-game currencies have various forms and can be earned by play-
ing the game and purchased with real-world money.

Currencies earned by playing the game do not entail most of the problematic
issues outlined in this report and are often a benign aspect of immersionin a

video game world.

The problematic aspects of virtual in-game currencies arise from the use of
money to purchase virtual in-game currency.

In this report, we adhere to the following definitions:

Virtual currency: All digital currency used within the video game or other digital service, either
acquired through real-world purchases or earned by completing in-game
activities.

Premium currency: Virtual currency purchased for real money, often through an in-game store.

It can take many forms, such as points, gems, or coins. The players may
receive a small amount for free or by playing the game.

Earned currency: In-game currency that is earned through playing the game.
Secondary currency: Lower-level currency types, typically not available for purchase using
real-world money or other currencies. These are often labelled as resources

in the game, such as stones, dragon parts, or magical dust. The hierarchy may
continue with tertiary currency, quaternary currency, and so on.

GETTING PLAYED - THE TRUE COST OF VIRTUAL CURRENCY 10
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ACQUIRED EXAMPLE PURPOSE
Virtual By playing or by spending real All the below Monetization and/or
currency money entertainment
Premium By spending real money FUT Points (EA Monetization
currency FC 24)
Earned By playing Coins (EA FC 24) Entertainment
currency
Secondary By playing or by spending Resources, etc. Monetization and/or
currency virtual currency entertainment

Note that the boundary between premium and earned virtual currencies

can be blurry. In many games, players are given small amounts of premium
currencies for free as part of playing the game. However, as shown in the next
chapter, this usually happens only at the beginning of the game to get players
accustomed to making in-game purchases or in such small amounts that the
player must purchase additional premium currencies to be able to spend them
on in-game items. Furthermore, some games let players exchange premium
currency for earned currencies, for example to skip or speed up parts of the
gameplay.

This report does not use the term “microtransactions.” This term is outdated
and is not applicable when a single transaction may cost well beyond €100.
Instead, we employ the term “in-game purchase,” regardless of whether the
transaction is major or minor.

GETTING PLAYED - THE TRUE COST OF VIRTUAL CURRENCY 1l
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Other relevant terms used in this report:

In-game item:

Free-to-play/freemium:

Pay-to-win:

Grinding:

Paywall:

Loot box:

Battle pass:

Whales:

A virtual object within the game that serves a specific function. Exam-
plesinclude swords, guns, clothing, characters, magical spells, or season
passes.

A game that is available to download or play for free. It usually has in-
game purchases and/or advertising as its primary source of revenue.

Game mechanics where real-world money can be used to gain advantag-
es, making it easier to achieve victory. Such mechanics are found both in
single-player games and in games where players compete against each
other.

Repetitive and often tedious in-game activities required to progress in
the game. In many cases, players may spend premium currency to skip
the grinding phase of the game.

A point in the game where publishers attempt to encourage players to
spend real-world money. This is often accomplished by significantly
slowing down progression (for example, excessive grinding) or by steeply
increasing the difficulty of the game.

An in-game object purchased with premium virtual currency, whose
contents are unknown until the box is opened. Can sometimes also be
obtained through completing in-game activities or objectives.

A time-limited mechanism where players earn in-game rewards through
completing challenges. Usually purchased for real money or premium
currencies but may have a free version with slower progression and/or
fewer rewards. Essentially, players who purchase a battle pass must also
invest a significant amount of time to unlock the content for which they
paid.

This is a type of player who spends far money in-game more than the typ-
ical player, often contributing a substantial portion of a game’s revenue.
Typically whales often contribute over 50 percent of in-app purchase
revenue, while representing a couple of percent of the player base.

GETTING PLAYED - THE TRUE COST OF VIRTUAL CURRENCY 12
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Predatory monetization aimed at children

An in-game economy centered around purchasing premium currency for real
money—where selling premium currency is the main revenue generator for the
video game company—generally pushes the gameplay loop in the direction of
constant monetization tactics. The strong financial incentives to maximize con-
sumer spending leads to what can be regarded as predatory monetization.”

This phenomenon is most evident in free-to-play games, where the core game
is free, and the publisher relies on other revenue streams than game sales.
However, the business model of maximizing revenue from consumers through
the entire lifecycle of the game has become increasingly common in all genres
of video games, across all platforms.

Although many consumers choose not to spend real-world money in such
games, it is well documented how big spenders—so-called “whales’—may be
pushed into spending large amounts of money, regardless of their financial
situation.”

As such, the use of premium in-game currencies can be used to exploit con-
sumers in vulnerable situations, such as those with latent gambling addictions,
those with low impulse control, or young children.

Games that are free-to-play appeal to children since the game itself entails
no purchase price for the parent. This low threshold for entry makes the child
susceptible to the exploitative practices designed into many games.

Research shows that as many as 73% of children aged 6 to 10 play video

games. Moreover, a total of 84% of children aged 11 to 14 and 74% of young
people aged 15 to 24 play video games.”

GETTING PLAYED - THE TRUE COST OF VIRTUAL CURRENCY 13
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Cognitive biases and deceptive design

The use of premium virtual currencies as a stand-in for real currency often
confuses consumers about the actual price of in-game purchases, making it
difficult to keep track of spending and manipulating them into spending more
money than they planned. It can therefore be regarded as a form of “deceptive
design.” Deceptive design—or “dark patterns” —is a term for design features
created to manipulate, mislead, or confuse consumers into making choices
that are in the company's rather than the consumer's interest.

Deceptive design works by exploiting cognitive biases that influence consum-
er choices.” Such biases include the sunk-cost fallacy (the tendency to keep

going once one has invested time and money into something) and the scarcity
bias (the tendency to assign more value to products that appear to be limited).

Deceptive design is primarily employed to maximize consumer spending and
is a widespread practice in video games that feature in-game purchases as
the primary source of revenue.” As demonstrated in the next chapter, this
involves manipulating consumers into purchasing premium virtual curren-
cies, but also includes obscuring monetary costs and pushing consumers into
continuously spending money. When the financial incentive of the publisher
is at odds with the consumer’s interest, deceptive design can be a relatively
inexpensive and simple way to influence consumers to spend more money
than they intended.

The use of premium virtual currencies mainly serves to psychologically re-
move the act of buying in-game purchases as far away from actually spending
money as possible.”" By disconnecting the act of spending money from the
purchase of in-game items, the threshold for spending money is lowered and
the spending itself becomes gamified.

GETTING PLAYED - THE TRUE COST OF VIRTUAL CURRENCY 14
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The immersion of an in-game economy

The inclusion of an in-game economy can be used to make games more
immersive. The dynamics of earning in-game currency and deciding how to
spend it brings the game world to life; for example, completing specific tasks
earns the player coins that they can spend on an in-game reward. However,
such in-game economies can exist without including the option to purchase
premium currency for real money.

Games do not need the possibility to spend real-world money to be immersive.
On the contrary, most of the highest-scoring games of all time do not include
the possibility of in-game purchases nor currencies that can be purchased for
real money.

Many video games include compre-
hensive in-game economies without
premium currencies. For example, the
game The Legend of Zelda: Tears of
the Kingdom features a decentralized
and dynamic economic system where
players can buy, sell, and trade to ob-
tain the necessary items and equip-
ment for their adventure. Similarly,
the publishers of the highly acclaimed
2023 game Baldur's Gate 3 explicitly
distanced themselves from including
“additional costs or microtransactions”
Figure 1: Player earning a primary currency after completing a side quest. in in the game, even using this as a selling
The Legend of Zelda: Tears of the Kingdom point.

It should be noted, however, that these games are usually purchased at the
point of sale for a set amount of money. Many of the worst offenders when it
comes to in-game currencies and in-game purchases are free-to-play games
that can be downloaded and played for free and are monetized through selling
premium virtual currencies. At the same time, the problematic use of premium
currencies is not limited to free-to-play games. As we demonstrate in the next
chapter, many full-price games also include premium virtual currencies that
are purchased in addition to the price of the game itself.

Another game with a comprehensive in-game economy is the fantasy role-

playing game Dragons Dogma 2. This game has the possibility for in-game
purchases, but it differs from other games in certain respects.

GETTING PLAYED - THE TRUE COST OF VIRTUAL CURRENCY 15
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Figure 2: In-game purchases for Dragons Dogma 2 are purchased for real money

through the Steam platform.

ran out of in-game items.
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The in-game purchases in Dragons
Dogma 2 are not connected to the
game world, and there is no connec-
tion between the game itself and the
store. When the player runs out of
in-game resources, the in-game store
is not presented automatically. In

this way, the store is optional and not
exploitive.

In addition, the game is not designed
in a way that makes the need to pur-
chase in-game items relevant, since
nearly all the items can be found in the
game without too much trouble.”

This type of possibility for in-game
purchases is benign and not exploitive.
Other publishers should use this

type of design as inspiration. A more
exploitive design would have been to
push the store as soon as the player

16
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Game: Tom Clancy's Rainbow Six Siege

Publisher: Ubisoft
Publication: December 2015

Premium virtual currency: R6 Credits
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Below, we outline several problematic practices that are common in games
selling premium currencies. Although not all these issues are unique or
intrinsically tied to premium currency, they all contribute to what essentially
constitutes consumer exploitation.

The games that are used as examples were selected because of their large
revenue, large player base, or the demographics of their players, such as
games for children. This is not a complete analysis, but is meant to serve as
examples of widespread, problematic practices throughout the industry. The
games were analyzed between September 2023 and April 2024, on a variety of
platforms including PCs, consoles, and smartphones.

Hidden monetary cost

When a consumer enters an in-game shop to browse in-game purchases,
prices are usually displayed only in in-game currencies, rather than showing
the actual monetary cost. Actual pricing information is often not available for
any in-game purchases, except when purchasing premium virtual currencies.

For example, a player who wants to purchase a Premium Pass
in the game Tom Clancy’s Rainbow Six Siege is informed that
this will cost 1,200 of the premium currency R6 Credits. This is
around €10 in real money, but this information is not displayed
at the point of purchase. The player first has to enter the in-
game currency shop, determine how many R6 Credits they need
to purchase to get the Premium Pass, and then calculate the
price in real money.

This creates a layer of abstraction
that creates distance between
the actual spending of real money
from the action of obtaining

the in-game item. As a result, it
becomes unnecessarily difficult
for the player to know the exact
monetary cost of what they are
purchasing. After all, a price of
1,200 R6 Credits is less tangible
than €10.

Figure 3: Purchasing a battle pass in Tom Clancy's Rainbow Six Siege.

GETTING PLAYED - THE TRUE COST OF VIRTUAL CURRENCY 18
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Figure 4: In-game purchases in Minecraft are only priced in Minecoins
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Game: Minecraft
Publisher: Mojang Studios

Premium virtual currency: Minecoins
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Minecraft's in-game shop also only displays the price of in-
game purchases in the game’s premium currency Minecoins.
As above, this makes it difficult to keep track of the costs and,
thus, to keep track of spending. This is particularly problemat-
ic, as Minecraft is an extremely popular game among children.

By moving the player's purchase away from actual monetary
value, premium virtual currencies reduce the so-called “pain of

paying’ for consumers, lowering the threshold for spending money. Simply put,
the pain of paying refers to the phenomenon where people feel negatively about
spending money.” These negative emotions are reduced when consumers pay
with credit cards instead of spending cash, and it stands to reason that premium
virtual currencies have a similar effect. In other words, video game publishers
can increase consumers willingness to spend money in games by abstracting the

actual monetary value.”

The reduced “pain of paying’ is documented by recent experiments™ that
revealed that the use of types of virtual currencies increased consumer in-
game spending. Other studies have shown that using currencies (e.g., chips

in gambling) instead of real-world currency is associated with overspending
but also gambling problems.” *” In the video game sector, testing revealed that
92.3% of players who experienced a simulation of video games and who made
in-game purchases via virtual currencies and real currencies stated that it
was more painful to pay in a real currency compared to a virtual currency.”

1
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o® E The Dutch Authority for

Consumers and Markets
states in their report on
digital fairness that “busi-
nesses, by using these
currencies, deliberately
or in effect, disconnect
consumers from the
awareness that they are
spending actual money."™

The abstraction of an in-
game currency also makes
it more difficult to detect
whether in-game prices
have been raised. A change
from 300,000 to 350,000
coins may seem less signif-
icant than a price change
from €30 to €35.
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IS IT LEGAL?

Under the Consumer Rights Directive (CRD) and the Unfair Commercial
Practices Directive (UCPD), consumers should be informed about key pre-
contractual and material information before being bound by a contract.
Typical precontractual information includes the actual price of the product
or the service to be purchased.

In its updated interpretative guidelines for the UCPD, the European
Commission™” states clearly that the product's primary characteristics must
be clearly described and, therefore, that the prices of virtual items must be
clearly and prominently displayed—including in real currency.

If the price cannot be reasonably calculated in advance, the publisher should
indicate how the price will be calculated. The prices of virtual items must

be clearly and prominently displayed in real currency when the commercial
transaction occurs.

Therefore, before any invitation to purchase, publishers should provide the
main characteristics of the products or services and inter alia must provide
the prices of virtual items, clearly and prominently, in real and local currency.
Itis also confirmed in the updated UCPD guidelines that the directive also
applies for purchases made with premium virtual currencies.

When the publisher hides the monetary cost, the practice breaches the
pre-contractual information requirements under the CRD™ and a misleading
omission”‘under the UCPD - and thus illegal.

This was confirmed by the Consumer Protection Cooperation (CPC) Network
(also called CPC Net)™ in its coordinated enforcement action™” against the
social media platform TikTok, following the complaints of BEUC and its
members." In the commitments accepted by the European Commission
and the CPC authorities, before sending any virtual items to users under

the platform, TikTok states that they will prominently display an estimate

of the unit price per coin in local currency. Many games are not doing this.

GETTING PLAYED - THE TRUE COST OF VIRTUAL CURRENCY 20
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Bundled sales

If a player wishes to purchase an in-game item for real
money, they usually must first “convert” their real money

Game: Apex Legends into the game’s own premium currency. In most cases, the
Publisher: Electronic Arts player cannot choose the exact amount of premium currency
Premium virtual currency: Apex Coins they want to purchase, as the currency is only sold in bundles.

These bundles are typically priced so that a larger bundle has
a better conversion rate. In other words, the individual unit of
premium virtual currency becomes cheaper when purchased
in bulk.

The bundled sale of premium currency makes it more difficult for players to keep
track of spending for two main reasons. Firstly, it becomes difficult to understand
the actual exchange rate of the virtual currency compared to real money.

APEX COINS

@ 6,700 @®11500

@ @ 1,000

NOK110.00

2,000 Coins 4,000 Coins 6,000 Coins 10,000 Coins
@ 500 +150 Bonus +350 Bonus +700 Bonus #1500 Bonus

NOK56.00 NOK220.00 NOK420.00 NOK630.00 NOK1.050.00

Figure 5: Apex Coins in Apex Legends are only sold in bundles.

In the in-game currency shop of the game Apex Legends, larger bundles of the
premium currency Apex Coins come with a discount by offering “free” addi-
tional Apex Coins if the player immediately spends at least €20. For the first
two tiers of bundles, which do not include bulk discounts, €1is converted to
100 Apex Coins. In the third tier, €1is worth 107.5 Apex Coins; in the fourth tier,

it is 108.75; in the fifth, it is 111.66; and in the sixth and largest bundle (priced

at €100), 1€ is worth 115 Coins. This means that the actual cost of an in-game
purchase (such as a new outfit for the player's avatar) will differ depending on
which Apex Coins bundle the player bought. This makes it practically impossi-
ble for the player to know the true monetary cost of an in-game purchase.

GETTING PLAYED - THE TRUE COST OF VIRTUAL CURRENCY 2]
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The issue of incomprehensible conversion rates becomes even
more problematic when in-game purchases can also be made
with other forms of (non-premium) in-game currency. The
popular sports game EA Sports FC 24 offers various in-game
purchases in the form of loot boxes, which are priced differ-
ently depending on whether the player pays with the premium
currency FC Points (bought for real money) or the primary
currency Coins (earned in-game).

Game: EA Sports FC 24
Publisher: EA Sports
Premium virtual currency: FC Points

As shown in figure 6, one of the loot
boxes is sold for 125,000 Coins or
1,500 Points. A different loot box

- 4 costs 175,000 Coins or 2,000 Points.
P:feﬁiuni f}ai|b|:'}er5'n|;;;;;k In the first case, 1 Point converts

Attackers, 10 Midfielde : ated to 83.3 Coins. In the second case, 1
Point converts to 87.5 Coins. Thus,
players who want to purchase Points
for real money cannot understand
the in-game value of Points com-
pared to Coins— even though the two
currencies are interlinked—as items
purchased with Points can be sold
in-game in exchange for Coins.

b
3
o
L3 y
o

QL7

Bundled sales of premium curren-

cy also mean that, in many cases,

Figure 6: Purchasing loot boxes in EA Sports FC 24. the player will be left with surplus
currency after purchasing an in-game item. For example, if the player can only
purchase at least 1,000 Gems, and the in-game item they want to buy is sold for
900 Gems, they will be left with 100 Gems that cannot be spent on anything.

In the popular online shooter game Fortnite, players can purchase a battle
pass—a ticket bought with premium currency that gives access to a limit-
ed-time event where players can unlock exclusive rewards. These rewards
can typically only be unlocked by playing the game and completing challenges,
which includes a lot of repetitive grinding unless the player purchased the
battle pass.

Game: Fortnite
Publisher: Epic Games
Premium virtual currency: V-Bucks
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The Fortnite battle pass costs 950
of the premium currency V-Bucks.
However, the smallest bundle of
V-Bucks available for purchase
contains 1,000 units. There are no
in-game items that cost 50 V-Bucks,

3% 3 P = ' w p p
ks ﬁé so unless the player purchases

additional bundles, they will not be
w BATTLE PASS able to spend the entirety of the

2" CHAPTER 5 - SEASON 2 i
i purchased premium currency.
GET V-BUCKS
mmm

(%) GIFT BATTLE PASS (@ sack

Figure 7: A battle pass in Fortnite costs 950 V-Bucks.

Q PLAY LOGKER® MEMSHOP® BATTLEPASS OQUESTS' coMPETE cAREER [ )b ool (9

V-BUCKS

14% EXTRA!

Figure 8: Players cannot purchase the exact amount of V-Bucks needed to buy a battle pass
in Fortnite

In the game Disney Dreamlight Valley, players who want to
purchase in-game items must first purchase the in-game
premium currency Moonstones. Most in-game item bundles
are sold for 4,000 Moonstones. However, Moonstones are only
sold in bundles 0f 1,200, 2,500, 5,500, or 14,500. This means
that a player who wishes to acquire an item bundle must first
purchase multiple Moonstone bundles. Regardless of the
types of Moonstone bundles they purchase, the player will be
left with unused currency.

Game: Disney Dreamlight Valley
Publisher: Gameloft
Premium virtual currency: Moonstone
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r WALL-E Dream

Starlight House Bundle

use Bundle

Small Moonstone Pack

[kr 183.60

Huge Maanstane Pack »

Big Moonstone Pack Huge Moonstone Pack
AN\

Figure 10: Moonstones in Disney Dreamlight Valley are sold in bundles that do not correspond with the price of
in-game items.

In some cases, new players are provided with a small amount of premium cur-
rency as an introductory “gift.” This amount is often too small to purchase any
in-game items, which means that the player will have unspent currency sitting
in their account unless they purchase enough additional currency to spend it.

This incentivizes further spending so that the residual amount is not wasted.
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Game: Diablo IV
Publisher: Blizzard Entertainment

The game Diablo IV came under criticism when introducing a
battle pass.

In the Diablo IV battle pass, rewards included the premium

Premium virtual currency: Platinum currency Platinum, which was given out in small amounts as

the player progressed. If players paid for the battle pass and
spent significant time unlocking every reward tier, they would
earn 666 Platinum. However, the cheapest item available in

the in-game store at the time cost 800
Platinum. In other words, players who
unlocked premium currency through
the battle pass (for which they already
paid) would still need to purchase
additional currency to be able to spend
what they earned.

Figure 11: Earned Platinum through the
Diablo IV battle pass is insufficient to
purchase anything in the game.

IS IT LEGAL?

Under the CRD and UCPD, consumers should be informed about key precon-
tractual and material information before being bound by a contract.

The use of bundled sales of premium currency with a rising discount rate
makes it impossible for the consumer to calculate the real value of the premi-
um currency available. This is exacerbated if the consumer can earn premium
currency by playing the game as well.

To only provide price information in fluidly priced virtual currency before the
conclusion of the contract constitutes a breach of the precontractual informa-
tion requirements under the CRD, as well as a misleading omission under the
UCPD.” Even if the information should be present in the terms and conditions,
the practice would not be in compliance with the principles of clarity and
available language demanded in consumer contracts.

GETTING PLAYED - THE TRUE COST OF VIRTUAL CURRENCY 25



3 PROBLEMATIC EXAMPLES OF PREMIUM VIRTUAL CURRENCIES

Game: Raid: Shadow Legends
Publisher: Plarium Games

Premium virtual currency: Silver, gems, energy

Several layers of premium currency

Some games operate with many different virtual currencies and premium vir-
tual currencies that may have various uses, values, and ways to obtain them.
This makes it very complicated for players to keep track of their spending and
what any given piece of currency is worth.

The freemium mobile game Raid: Shadow Legends operates with several
types of virtual currencies. Gems are the game’s premium currency and is
used to buy in-game items. Silver is used to upgrade the player avatar and to
open loot boxes. Energy is needed to play the game.

Players can purchase both Gems and Silver for real-world money, but Silver
can also be purchased by spending Gems. Energy can only be purchased by
spending Gems.

All these currencies can also be obtained by playing the game, but only in
small and insignificant amounts. Occasionally, the player also receives small
amounts of the currencies for free.

Gems, Silver, and Energy are bundled together and operate
on different exchange rates. If a player wants to purchase
Silver, they can spend real money or Gems. The largest and
most expensive packs of currency are the most economical;
the player can either choose to purchase 4,500,000 Silver for
€129 or 4,200,000 Silver for 1,400 gems.

It costs €129 to buy 4,200 Gems, meaning that purchasing

Silver via Gems is cheaper by almost a factor of three. The
calculation shows clearly that the layers of currencies make it difficult for the
player to assess the actual in-game value of the purchases.

Legondary Toma Pack Ge Bax of Gems Handful of Gems

g
i 7
1,150
379,00 NOK

“\Y
2,500 s

249,00 NOK 599,00 NOK 599,00 NOK 249,00 NOK 59,00 NOK

Figure 12: Shadow Legends includes many different currencies.
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The freemium game Diablo Immortal operates with two
layers of premium currencies, Eternal Orbs and Platinum. In
the game's in-game store, players can purchase bundles of
Eternal Orbs for real money.

Game: Diablo Immortal

Publisher: Blizzard Entertainment
Premium virtual currency: Eternal Orbs,
Platinum

The player can then spend those
Eternal Orbs to purchase Platinum in
the same store.

CURRENCY

ETERNAL ®RBS

Figure 13: Eternal Orbs in the Diablo Immortal. in-game store

These Platinum can then be spent to
purchase Materials, which are used
to gain in-game advantages.

Figure 14: Eternal Orbs can be used to purchase Platinum in Diablo Immortal.

This double-layer of abstraction
makes it even more difficult to
understand the in-game value of
what the player actually wanted to
purchase. Players are required to

; perform several steps of conversion,
MATERIALS o] ] which is made even more complicat-
' ed as the premium currency is only
sold in bundles.

¥ 1000

¥ 1000

Figure 15: Platinum can be used to purchase Materials in Diablo Immortal.
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IS IT LEGAL?

Under the CRD and the UCPD, consumers should be informed about key pre-
contractual and material information before being bound by a contract. This
includes the price of the goods purchased.

The use of several layers of virtual currency, all differing in price, makes it im-
possible for the consumer to calculate the real value of the premium currency
available. This is exacerbated if the consumer can acquire one or more of the
virtual currencies by playing the game as well.

To only provide price information in fluidly priced virtual currency before the
conclusion of the contract constitutes a breach of the precontractual informa-
tion requirements under the CRD and a misleading omission under the UCPD.

Payment systems with multiple currencies are most likely illegal under Euro-

pean consumer law, as the abstractions make calculating for the consumer
impossible.
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Paywalls and grinding

Game: Hay Day
Publisher: Supercell
Premium virtual currency: Diamonds

Many games are developed to provide new players with
quick and steady progression, which gives a sense of fast
and fulfilling achievement. After a certain point, however,
the player may hit a progress wall, where they must spend
hours completing mind-
less and often tedious
tasks, known as grind-
ing, to keep progressing.

In games that include
in-game purchases,
players are often given
the option to spend pre-
mium currency to speed
up or skip the grinding
phase and return to
progression. In practice,
this means that players

Figure 16: In Hay Day, the player must wait 20 minutes to receive 1egg or can spend 2 premium Diamonds are encouraged to pay to
to receive an egg instantly. skip something akin to a
paywall. As mentioned
above, many games also provide players with a small amount of free pre-
mium currency at the beginning of the game, which may sometimes ensure
smoother progression at the start of the game. This increases frustration—and
possibly the willingness to pay—once the player hits the de facto paywall.
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In many mobile freemium games, such paywalls entail that the
player must wait for many hours after taking action to unlock

Game: Candy Crush Saga further progression. This means that players have the option
Publisher: King to wait while the gameplay grinds to a halt or skip the wait by
Premium virtual currency: Gold bars Spending premium currency.

For example, the game Hay Day has a gameplay loop
where players must wait for a set amount of time before
being allowed to progress. Alternately, the player can
spend units of the premium currency Diamonds to skip
the wait and get on with the game.

Similarly, players can run out of “lives” in the popular
mobile game Candy Crush Saga. When this happens,
there is a waiting period to recharge, which can be cir-
cumvented by purchasing the premium currency Gold
Bars. Additionally, players can spend Gold Bars to boost
performance in the game.

The option to bypass parts of the gameplay loop (such
as grinding) by using real-world money creates spe-
cific financial incentives for publishers. When one of
the objectives is to make players spend real money in
the game, publishers are incentivized to make certain
portions of the game less enjoyable, motivating players
to pay to skip those sections.

Figure 17: Players that run out of lives in Candy Crush Saga can purchase
Gold Bars to skip the wait.

If the game includes quick and steady progression for new players before
reaching the paywall, it is exploiting the cognitive bias known as the sunk-cost
fallacy, the tendency to keep going once one has invested time or money into
something. In a video game environment, this could mean that a player who has
already spent money and/or many hours in the game will be more likely to keep
playing (and paying) once they hit the paywall. This creates a strong incentive to
purchase premium virtual currencies to progress rather than grinding or simply
abandoning the game. Publishers can exploit the sunk-cost fallacy to make
players purchase more premium currency.

While the “pay to skip” mechanism has primarily been a phe-
nomenon in free-to-play mobile games, where the player may

Game: Assassin's Creed Valhalla have to wait many hours to progress, it has also emerged in
Publisher: Ubisoft full-priced single-player games. For example, the game As-
Premium virtual currency: Helix Credits sassin’s Creed Valhalla includes “permanent boosts” that can

be purchased for the game’s premium currency Helix Credits.
These boosts increase the speed of progression, allowing play-
ers to become more powerful in the game at a quicker pace.
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Figure 18: In Assassin's Creed Valhalla, players can purchase a XP Boost to speed up gameplay.

IS IT LEGAL?

Children are granted strong legal protection under the UCPD, " the framework of
which protects them from direct exhortation. Marketing in games that are com-
monly played by children needs to be adjusted accordingly.

Video games are supposed to be entertaining and engaging. The game
typically has loops of gameplay that is recognizable between games in the
same genre. Such gameplay usually revolves around completing objectives or
competing against other players.

Not all games are enjoyable all the time, and sometimes the player must do
tasks of a repetitive nature. When games demand that the player complete
repetitive tasks, this might be a result of poor gameplay design or a way of
boosting the hours needed to complete the game. However, with monetiza-
tion in mind, the publishers might design boring or repetitive sections into the
game and then offer the player the possibility to buy their way out of that part
of the game.

This type of bait-and-switch strategy on behalf of the publishers mightin
some cases be a form of misleading or aggressive marketing. The player has
invested time—and often money—into the game and is partly met with a de-
liberately repetitive product. The repetitiveness is only there to incentivize the
player into spending more money to progress in the game.

When this type of game design is used in games made for children, or games
usually played by children, paywalls and grinding as a way of incentivizing spend-
ing will easily become direct exhortation toward the child who is playing. This is
further exacerbated when the transition between game and store is seamless.
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Seamless game-to-store transition

In order to push the player to spend money, many games are
designed to present the in-game store at any opportunity. If
the in-game store is unintrusive or does not show up during
gameplay, players are not as pressured to spend money.

Game: Township
Publisher: Playrix
Premium virtual currency: Cash

In the popular mobile game Township, the player is seam-
lessly taken from the game to the store when the premium
currency runs out.

The game is a farming simulator and city-builder, where
the gameplay loop that revolves around waiting for
crops, animals, and other projects to complete growing,
breeding, building, etc. The timers are both short and
long, and the game employs a comprehensive pay-to-
skip mechanism paid for by premium virtual currency.

NOT ENOUGH CASH

WOULD vou LIKE TO ADG MORE Cain?

If players want to skip the wait for in-game tasks to
complete, they must use the premium currency Cash. If
the player runs out of Cash, the player is shown a win-

Figure 19: In Township, players who don't have enough Cash are taken dow asking if they “would like to add more Cash.”
directly to the store.

Go Ta SToRE

The store is then presented, and the consumer is shown different bundles of
premium virtual currency.

22,00 kr 55,00 kr 219,00 kr 849,00 kr

Figure 20: Township Cash is sold in bundles.
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In the location-based mobile game Pokémon Go, several
in-game items are available for purchase using the premi-

Game: Pokémon Go um currency PokéCoins. These items are required to take
Publisher: Niantic certain actions in the game, such as entering “raid events”
Premium virtual currency: PokéCoins from a distance. Such items and Coins are also given out to

players as part of the game, but at a very slow rate.

Players who attempt to take actions without having the

necessary items are taken directly to a screen where Pokeé-
Coins can be spent to purchase (or “exchange’) more items. If the player has no
Coins, they are redirected to the in-game shop to purchase more.
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Uh-oh! You're out of Remote
Raid Passes.
You're out of PokéCoins!
REMOTE RAD PASS v e Get them hers. or visht the shop for more j" %
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Figure 21: Players that lack
| thenecessary PokéCoins in
@ Pokémon Go are taken directly t
o the in-game store.

IS IT LEGAL?

Children are granted strong legal protection under the UCPD,"” the framework of which
protects them from direct exhortation. Marketing in games that are commonly played
by children needs to be adjusted accordingly.

When the publisher designs an automatic transfer from the in-game environment
to the store, the marketing might be a direct exhortation to children, which is
banned in the UCPD. The seamless transition between playing and paying might
quickly become an unfair commercial practice, especially in games designed for
or generally played by children.

The same results were found in a report made by the Swedish Consumer Council.
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Game: Clash of Clans
Publisher: Supercell
Premium virtual currency: Gems

Pay-to-win

In multiplayer games where players compete against each other, players can
sometimes purchase premium currencies and spend them on in-game purchases
to gain in-game advantages against their opponents. This is commonly called
“pay-to-win" and is a controversial practice because it allows players with the
resources and willingness to spend money to quickly gain the upper hand against
other players, who may then feel compelled to spend money to keep up.

The mobile game Clash of Clans allows players to spend the
premium currency Gems to speed up gameplay. As the play-
er competes against others, the race to compete provides

a strong incentive to purchase more currency. Competitors
wanting to keep up will also be incentivized to spend money,
and so on. This creates a cycle of spending where the only
winner is the publisher.

Boost Troop Training! "i‘

Boost the broop braining speed by 4x For 1h?

Figure 22: Clash of Clans players can purchase Gems to gain in-game advantages.

In the football game FC Sports 24, players earn a small number of Coins as they
play the game. These Coins can be used to purchase in-game items, such as
players, kits, or loot boxes. As demonstrated in the Norwegian Consumer Council
report “Insert Coin,” the process of grinding for Coins to obtain the best players
without purchasing premium currency would take thousands of hours.”’

As described above, the endless grinding to earn Coins can be skipped by pur-
chasing the premium currency FC Points, which can be used to buy loot boxes.
Players who purchase FC Points to open loot boxes may obtain better in-game
items faster (although this may also be a slow process due to exceedingly low
probabilities™”), which gives them a competitive advantage.
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FEATURED

PURCHASE

Ly

Figure 23: Players can pay to instantly unlock The Joker in Suicide Squad: Kill the Justice League.

When players can purchase premium currencies to gain in-game advantages,
this creates a race to the bottom (from the player perspective) or to the top
(from a business perspective).

In the 2024 action-adventure shooter game Suicide Squad: Kill
the Justice League, you can unlock the cartoon supervillain the

Game: Suicide Squad: Kill the Justice League Joker as a playable character. The game was criticized for its
Publisher: Rocksteady Studios lack of content and story, as well as its requirement to grind to un-
Premium virtual currency: LuthorCoin lock the Joker.” The player needed to do some repetitive missions

to unlock this character. There was, however, an easier way.

Instead of playing the game to earn the Joker, you could pay your way to this
playable character. The price for the Joker is 1,000 premium virtual currencies
(Luthor Credits), or $9.99 USD.

To pay for the Joker, the player skips a part of the game they already pur-

chased. This is a combination of pay-to-win and a concept that might be called
pay-not-to-play.
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IS IT LEGAL?

A “pay to win” mechanism may be unfair from the point of view of the players
but is unlikely to be illegal by itself. The Digital Content Directive constitutes
baselines for conformity for any digital content, including video games.

This Directive should establish common rules on certain requirements con-
cerning contracts between publishers and consumers for the supply of digital
content or a digital service.

Consumers have a clear expectation when purchasing a game that it is bal-
anced and that the competitors are on an even footing. When this is not the
case—in effect, when your competitors have unfair advantages due to having
paid to win—the game might not be in compliance.

The consequences of a game lacking compliance entail that the publisher
either remedies the problem via updates or refunds the consumer.
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Inflated values

The abstract nature of premium virtual currencies means that their stated in-
game values and exchange rates are often entirely arbitrary. This sometimes
leads to in-game economies where the values of different currencies are
wildly inflated. It then becomes almost impossible for players to understand
what something costs in premium and other virtual currencies, obscuring the
real money cost.

In addition to obscuring costs, such inflation may also
psychologically entice players to purchase premium virtu-

Game: Roblox al currency by framing the purchase as providing greater
Publisher: Roblox Corporation value.For example, the popular game Roblox (which boasts
Premium virtual currency: Robux over 150 million active monthly users, many of whom are

children), wildly inflates its in-game economy.

Roblox is a game that also serves as a sort of gaming

platform where players can create and play a large variety
of mini-games, which may have their own in-game currencies. At the time of
testing, one of the most popular mini-games in Roblox called Pet Simulator
used the primary currency Diamonds to purchase in-game items. Diamonds
can be accumulated by playing the game, or they can be purchased with the
game’s premium currency Robux.

©195,

Figure 24: The mini-game Pet Simulator in Roblox operates with inflated in-game prices.
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The following calculation shows that it is difficult, if not impossible, to under-
stand the real value in this game.

To open an in-game bank account, the player must earn 7.5 million Diamonds.
During one hour of play, we amassed 40,000 Diamonds, indicating that it would
have required approximately 187.5 hours of gameplay to gather enough Dia-
monds to purchase the bank account.

Players who do not want to spend nearly 200 hours grinding have the option
to purchase bundles of Diamonds in the in-game store. These bundles come
in different sizes. The “Best Value” option is a bundle of 50,000,000,000 (50
billion) Diamonds.

This bundle costs 4,500 Robux, which equals around €94. The exchange rate
becomes absurd if a player is purchasing one of these “Best Value” bundles

of Diamonds by spending Robux. At the time of testing, the exchange rate
between Euros and Diamonds via Robux was incomprehensibly low. Written in
decimal numbers, each Diamond costs €0.00000000188.

As mentioned above, the use of layered economies with several types of in-
game currency makes it difficult to understand the actual monetary cost of in-
game purchases. With the wild inflation™ ®’ of in-game currency, where units
of currency are sold and spent in a magnitude of tens of billions, it becomes
almost impossible to understand what anything actually costs. This is even
more problematic in a game such as Roblox, which is mainly targeted at and
played by children.

The online multiplayer game Grand Theft Auto Online stands out
as a game that to some degree emulates a “real-world” set-

ting. As a part of this setting, the in-game currency, which can
be earned through grinding or bought as part of the premium
currency Shark Cash Cards, is simply called S. This makes things
particularly confusing for players who want to purchase the in-
game currency. The player exchanges real money for Shark Cash
Cards, which include different amounts of in-game S.

Game: Grand Theft Auto Online
Publisher: Rockstar Games

Premium virtual currency: Shark Cash
Cards, S

This is a less inflated example where the in-game currency GTA S still operates
on a wildly inflated conversion rate compared to real-world dollars. As shown
in figure 25, players can purchase Shark Cash Cards containing GTA $ 250,000
for €3.99, up to GTA $10,000,000 for €74.99.

If a GTA Online player wants to purchase the XA-21 hyper car from the in-game

car dealer, the price varies depending on what bundles of premium virtual
currency are purchased.
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The XA-21 hyper

caris priced at GTA
$2,375,000, which
ranges from €38 to €18
depending on which
bundle is purchased.

The use of inflated
premium virtual cur-
rencies exacerbates the
difficulties of assigning
real monetary value to
the transaction, making
italmost impossible
Figure 25: The price for the XA-21 hyper carin for consumers to keep
GTA Online is $2 375 000 in virtual currency. track of the real cost of

purchases.

We all have biases when it comes to decision making and tend to use cog-
nitive shortcuts where possible.” Inflated values may exacerbate cogni-
tive short-sightedness in consumers, resulting in a focus during decision
making that is solely on information that is immediately available.

The consequence is that the consumer does not slow down to try to convert
virtual currency into real money.” Without being shown the real monetary
cost of the in-game purchase, it becomes difficult to ascertain what the pur-
chase is actually worth.

IS IT LEGAL?

The use of inflated values of premium virtual currencies makes it impossible
for the consumer to calculate the real value of the premium currency available.
This is exacerbated if the consumer can acquire one or more of the premium
virtual currencies by playing the game as well.

To only provide price information in fluidly priced virtual currency before the
conclusion of the contract constitutes a breach of the precontractual informa-
tion requirements under the CRD and a misleading omission under the UCPD.

When the price is used to confuse the consumer, the practice quickly becomes
illegal under European consumer law. The illegality is even more specific in
games targeted at and played primarily by children. The fact that the value of
premium virtual currencies can be changed at the publisher’s discretion only
makes this problem even more acute.
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Currencies tied to loot boxes

Premium virtual currencies are often used to purchase loot boxes. Loot boxes
are "mystery packages’ that contain randomized, in-game items. While they
can sometimes be earned through regular gameplay, most loot boxes are
offered for sale in exchange for premium currency.

While loot boxes and premium currencies are not exclusively interlinked, the
abstraction of premium virtual currencies serves to obscure the cost of the
loot boxes. As noted above, this makes it more difficult for players to know
how much money they spend.

In the game Call of Duty Mobile, players can purchase
bundles of the premium currency COD Points. These points
can be spent on Credit Crates, which are loot boxes. The loot
boxes can contain in-game items, such as weapons and
skins, as well as the in-game primary currency Credits. Once
the player has enough Credits, they can spend them on in-
game items or more loot boxes.

Game: Call of Duty Mobile
Publisher: Activision
Premium virtual currency: COD Points

’-:.L"“E DETALS / Loot boxes as a concept has been heavily criticized for exploiting
consumer vulnerabilities, targeting children with gambling-like
mechanisms, using aggressive marketing practices, and more.
The Norwegian Consumer Council has published a report that
provides an in-depth analysis of these issues.”

FROBABILITY OF REWARDS:

Y cREnns
. 50 odds 5

CREDITS 7 ceeDiTs
100 : Odis A0

CREDITS Y cReoTs

Figure 26: Players of Call of Duty Mobile can see the probability
of gaining in-game currencies from loot boxes.

Figure 27: Loot boxes in Call of Duty Mobile are purchased from in-game currencies.
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IS IT LEGAL?

Loot boxes in general are not yet illegal, but the way they are constructed and
marketed might be. If the publishers use probability in their marketing, it must
be done with language and numbers that do not mislead the consumer.

Numerous games have systems that grant the player guaranteed content ifa
given number of loot boxes are opened without any significant reward.

In-game mechanics like this are called mercy systems, as the games show
“mercy” by rewarding players who have persevered in their spending even
when facing losses.

Players often discuss how to beat the probability, mercy systems and other
random events when lootboxes are involved.

Discussions like this show how probability and randomness biases come into
play. The use of designs that manipulate players based on their biases could
constitute unfair commercial practices. It is almost impossible to determine
whether a loot box will hold true to its advertised probability. This also leads to
difficulties when it comes to enforcement.

When children or other vulnerable consumers are targeted by marketing,
the unfairness threshold is lowered. Children have a reduced ability to exert
self-control and have more difficulty understanding valuation and probabili-
tiesin games.

This makes children more vulnerable to unfair game design than adults, as

well as to marketing that obscures information or manipulates the player into
making a purchasing decision.
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No refunds

Premium currencies are bound by terms and conditions that set out the terms
of how they may be used, the rights of the consumer, and the rights of the
company selling the currency.

Such terms are often blatantly unfair to the consumer, by giving the company
a number of rights to take away any purchased currency at its discretion and
depriving consumers of their basic rights.

One common term is to exclude players from requesting refunds once a premium
currency has been purchased. As described above, currencies are usually sold in
bundles of predetermined amounts. Any surplus currency after the player pur-
chases the in-game items they want is essentially worthless.

This arguably creates a compulsion loop,” where players need to purchase more
bundles to be able to spend their surplus, which only generates new surplus.

Added to this is the industry’s opinion that spending premium virtual curren-
cies on in-game items is not a transaction, and thus not covered by consumer
protection laws. This is faulty logic and a legally dubious conclusion from the
industry. We will return to this problem toward the end of the report.

The game PUBG Mobile asks players to accept a user agree-
ment that states that “goods and game currency have no
Game: PUBG Mobile monetary value and cannot be redeemed for cash. [...] [V]irtual
Publisher: Krafton, Tencent, VNG Games goods and game currency are licensed, not sold.”
Premium virtual currency: UC
This is hidden inside a lengthy user agreement pop-up, which
is particularly difficult to read on a phone screen. It is also
impossible to enter or play the game without accepting these
terms.

If the player has leftover currency and wants to stop playing the game or if
their account gets locked or banned, the currency is lost.

As many games are required to be online to function, they are also dependent
on having access to actively maintained servers. This incurs a continuous cost
to the game's publisher, which is sometimes used to justify the inclusion of
in-game purchases. If the publisher decides that the cost of maintaining the
game is too steep, they may shut down the server, thus killing the game. When
this happens, players lose all in-game purchases and premium virtual curren-
cies that they may have purchased, usually without the right to a refund.
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Figure 28: Players of PUBG Mobile have to accept various terms before entering the game.

In 2022, the publisher Niantic shut down its mobile game Harry Potter: Wiz-

ards Unite. The game had been available since 2019 and offered a variety of
in-game purchases. With the announcement of the im-
pending shutdown, Niantic announced that any purchased
in-game currencies would not be refunded.” It clearly does

Game: Harry Potter: Wizards Unite not make much sense to spend the currency in-game, as
Publisher: Niantic any purchases would be lost once the game shut down. The
Premium virtual currency: Gold problem of virtual currency losing value must be addressed

when the game is launched. Offering a refund of the curren-
cy left just before the servers shut down is too late.

Figure 29: An obvious legal consequence of this shutdown is that the
Message toHarry  hramium virtual currency remaining in the consumers ac-

Potter: Wizards .
Unite players. count should be refunded. That did not happen.

In addition to losing any in-game currencies and purchases, the shutting
down of games generally places players in an awkward position. It is impos-
sible for a player to know when a game might be shut down, especially as
this often hinges on how much money the publisher makes.

In practice, you do not know the underlying risk of the game being shut down
when spending money on it. Both large and small publishers have this risk,
even if larger publishers have less risk of bankruptcy. A publisher does not
need to go bankrupt for servers shutting down; a corporate decision based
on the game not earning enough revenue is sufficient.
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IS IT LEGAL?

The terms and conditions of video games often allow game producers to can-
cel some or all features of the game, including the premium virtual currencies.

Unbalanced terms like this are likely to be unfair since they are obliging the
consumer to fulfil all their obligations, even when the seller does not perform
theirs. In accordance with European contract law, unfair contract terms are
not binding for the consumer.

The courts, and possibly also the complaint boards, are obliged on their own
initiative (ex officio) during the handling of a case to assess whether contract
terms in agreements between businesses and consumers are unfair and
whether they must be set aside.

While all digital services are technically licensed to the consumer rather than
owned, it is questionable whether this is clear to the player. Strong enforce-
ment on unfair contract terms is needed to protect the consumer in this field.
Enforcement should also include the ex officio application of European con-
tract law by the courts and complaint handling bodies.
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The consumer regulations in Europe offer broad protection and cover all
consumer markets including the video game industry. There is no specific
legislation on in-game and in-app sectors at the EU level.

The legal frameworks in the UCPD, CRD and Unfair Contract Terms Directive
(UCTD) remain fully applicable to both sectors.

However, although parts of EU legislation are relevant to the sale and use of
premium virtual currencies in video games, new legislation might be needed
to reduce the potential for consumer harm.

THE UNFAIR COMMERCIAL PRACTICES DIRECTIVE

The UCPD is a relevant EU tool to tackle problematic practices in video games
and apps, including the lack of transparency about the actual costs of in-game
and in-app premium currencies and purchases.

Under the UCPD, game or app publishers offering in-game or in-app purchas-
es must comply with the information obligations defined in Article 7, which are
considered material information to allow consumers to make a fully informed
transactional decision.

Therefore, before any invitation to purchase, publishers should provide the
main characteristics of the products or services and, among other things,
must provide the prices of virtual items (in this case premium virtual curren-
cies), clearly and prominently in real and local money. The European Commis-
sion also confirms this in the updated UCPD quidelines.

When offering in-game purchases, publishers must ensure that they
comply with the information obligations in Article 7 UCPD and the CRD.

The main characteristics of the product must be clearly described, and the
prices of virtual items must be clearly and prominently displayed (also) in
real currency. If the price cannot reasonably be calculated in advance, the
publisher should indicate the manner in which the price is to be calculated.
The prices of virtual items must be clearly and prominently displayed in
real currency when the commercial transaction takes place.

Despite this interpretation by the European Commission in the guidelines,
there is no consensus between enforcers on in-game and in-app (premi-
um) virtual currencies, nor on how and when the information about the price
should be displayed to consumers. There is a need for further clarification by
the Commission, to make enforcement a more potent tool.
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THE CONSUMER RIGHTS DIRECTIVE

The CRD lists mandatory precontractual information that should be given to
consumers for distance contracts.

Before the consumer is bound by a distance contract, or any corresponding
offer, the publisher must provide the consumer with the total price of the
services, in a clear and comprehensible manner. In cases where the nature of
the goods or services is such that the price cannot reasonably be calculated in
advance, the way the price is to be calculated must be made clear.”” The CRD
also states that publishers must provide consumers with mandatory precon-
tractual information, as defined in Article 6(1), in an appropriate, plain, and
intelligible manner adapted to the mode of distance communication.”

INDUSTRY SELF-REGULATION

Industry self-regulation has generally proven ineffective to protect consum-
ers. The use of voluntary transparency measures like PEGI™ will not be suffi-
cient to offset the consumer harm illustrated in the examples in this report.
For instance, the presence of in-game purchases like premium virtual curren-
cies in the video game does not trigger specific age ratings, exposing young
consumers to purchasing incentives.

The Swedish consumer organization Sveriges Konsumenter published a report
in 2019 looking at in-app purchases marketed toward children. Among 240 of
the most popular apps tested, 145 were marketed toward children. Only 26 did
not include in-app purchases, highlighting the scale of children’s exposure to
in-game and in-app purchases.”

Strict requlation and strong enforcement are needed to ensure that the con-
sumers are protected from practices that strongly manipulate their economic
behavior. The European authorities need to use the “vulnerable consumer”
threshold to a greater extent to assess practices, given the enormous number
of gamers that are children and teenagers.

IS THE USE OF PREMIUM VIRTUAL CURRENCY A SEPARATE PURCHASE?

The lack of price transparency for premium virtual currencies is due to the
lack of clarity regarding the status of in-game and in-app purchases with
premium in-game and in-app virtual currencies.

The legal status of virtual goods in video games has been unclear for a long
time.”” Purchases made using premium virtual currencies are generally
regarded only as an exercise of a license granted to consumers. This inter-
pretation excludes the application by professionals of all relevant consumer
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protection, including the CRD, UCPD, legal guarantees and national transposi-
tions European consumer law.

If you use premium virtual currency to make the purchase, no legal protection
applies—according to the video game industry.

Such practices would not be tolerated in any physical market. If a grocery or
clothing store engaged in similar practices to those of the video game indus-
try, it would undoubtedly—and quite rapidly—be deemed unlawful.

The coordinated action taken by the CPC Network against TikTok, subsequent
to the BEUC's 2021 external alert, strongly suggests that the industry cannot
maintain that the use of premium virtual currencies exists in a legal vacuum.

The CPC authorities assert that consumers should benefit from (a) full trans-
parency about the price of virtual gifts before sending them to content crea-
tors, (b) right of withdrawal, and (c) guaranteed rights under the Digital Con-

tent Directive. This appears to be the case when the gifts are purchased buy
TikTok's own Coins. The same should be applied to video games, as the legal

framework is the same as with TikTok's Coins.

Uncertainty remains as to whether consumer rights apply to transactions
made using premium virtual currency. Price information and right of with-
drawal under the CRD or legal guarantees under the Digital Content Directive
are examples where the legal basis might still be uncertain. Similar concerns
have been raised by Dutch consumer authorities.

The Digital Content Directive clarified a part of this problem in the following:

Digital representations of value such as electronic vouchers or e-coupons
are used by consumers to pay for different goods or services in the digital
single market. Such digital representations of value are becoming impor-
tant in relation to the supply of digital content or digital services and should
therefore be considered as a method of payment within the meaning of
this Directive. Digital representations of value should also be understood to
include virtual currencies, to the extent that they are recognised by nation-
al law. Differentiation depending on the methods of payment could be a
cause of discrimination and provide an unjustified incentive for businesses
to move towards supplying digital content or a digital service against digi-
tal representations of value.

In other sectors, where representations of value are used, consumers conclude
contracts every time they pay with such abstractions, without being deprived
of their consumer rights and other applicable requlations.

This is the case of contracts concluded for air travel with miles or other airline
credits, tokens at festivals, and those determined with points on loyalty cards.
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When the consumer uses a coupon to buy a carton of milk or airline miles to
purchase an airline ticket, consumer regulations apply. The Flight Compensa-
tion Requlations’” still apply for tickets issued under a frequent flyer program,
even if no money changes hands.

In our interpretation of the European and national regulations, it should be
impossible to circumvent fundamental consumer protection through transac-
tions involving premium virtual currencies as intermediate steps.

One of the core objectives of consumer law is to provide consumers with all
essential information before concluding contracts. If itis easy to circumvent
the legal framework, the law is not working correctly.

The entire consumer law framework applies to contracts concluded with digi-
tal representation of value. We are of the opinion that the same is the case for
in-game and in-app purchases.

This interpretation will likely be challenged by the video game industry, and
the EU Commission should incorporate this in the interpretive guidelines for
the Digital Content Directive, to remove all doubts.
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WHAT IS NEEDED?

As one of the largest entertainment industries on

a global scale, the video game industry has largely
evaded requlatory scrutiny. The sheer size of the
industry and the enormous number of consumers it
affects should place it high on the agenda for both
enforcement agencies and legislators.

As with any industry, video game companies first
and foremost aim to make money. The companies
need to keep the players engaged—and spend-
ing—and employ immersion tactics to archive this.
However, intense immersion makes consumers
susceptible to unfair commercial practices and less
likely to understand that they are being manipulat-
ed.” When children are targeted, the problematic
aspects worsen.

Deeply immersed consumers may suffer from
biases when making economic decisions. They may
have a strong focus on the game but are unlikely

to be protective or aware of their consumer rights,
which is likely to result in economic consumer det-
riment.

Legislators and enforcers need to accept the con-
sumer vulnerability that stems from manipulation
coupled with immersion in the video game industry.
New regulations and more vigorous enforcement
are necessary to reduce consumer detrimentin the
video game market.

To address the problematic issues highlighted
throughout this report, the European Commission
should ban the use of premium in-game currency
or at least enforce the existing requlations to ensure
that price information is provided in real-world cur-
rency before the transaction begins. Enforcement
of convertibility of premium virtual currency back
to money is also something that could be explored
further.
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In line with the BEUC's position paper,” we call on the
European Commission to

« introduce better consumer protection
“by default” and “by design”in games and
in apps

- allow consumers to avoid algorithmically
driven decision making that aims to influ-
ence their economic behavior or the value
of in-game contents (including the value of
premium virtual currencies)

« guarantee the same consumer rights in
in-game and in-app transactions as in any
monetary transactions.

This can be done by new regulations or by combin-
ing regulations and new interpretive guidelines.

A similar recommendation was also made by the
Dutch Authority for Consumers and Markets, in its
response to the Digital Fairness Fitness Check of EU
Consumer Law: “Therefore, it should be considered
whether in-game and in-app currencies serve con-
sumers in any way. These virtual currencies should
therefore be prohibited.”

Recommendations

The issues highlighted in this report call for quick
and decisive action from lawmakers to protect con-
sumers from potential and ongoing consumer harm.
We offer the following recommendations to requlate
the use of in-game and in-app premium virtual cur-
rencies and to better enforce existing EU legislation
in the video game and platform sectors. @
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We believe that the following new consumer policies on video games
are needed:

« Aban must be instituted on the sale of premium virtual currencies in video games.
« Consumer protection must be implemented by stipulating how the default settings
in games and digital services should be, for example by disabling mechanisms

meant to push consumers into spending money.

« Aban must be instituted on hidden algorithmically driven systems in video games
that aims to influence the economic behavior of consumers.

« Regulators must enforce current consumer law to eradicate illegal practices in the
video game industry.
If a ban is not considered, European consumer law should establish strict

transparency requirements. This should consist of the following:

« Developers must be obligated to provide an equivalence in real currency clearly
and transparently next to the premium virtual currency before each transaction.

« Amend the Consumer Rights Directive to clarify that a right of withdrawal applies
also when buying virtual items, including premium virtual currencies.

« Consumers should be allowed to choose the amount of virtual currency they
wish to buy.
Other policies should also be considered:

« Ifin-game and in-app premium currencies remain authorized, the Commission
should conduct a behavioral study as part of the Digital Fairness Fitness Check.

» Restrict how consumers are automatically redirected to the “in-game” shop of
virtual currency.

« Ban the use of paywall design in video games.

« Separate the different types of (premium) virtual currencies to ensure that
consumers fully understand how much they spend in games.

« Banin-game advertising for premium virtual currency in games played by
people under 18.
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